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INTRODUCTION

ImageStream began devel oping WAN driversfor Linux in 1996. At that time, WAN card manufacturers
were primarily focused on hardware, and to most, softwarewaslittle morethan anecessary evil. WAN
card manufacturerscommonly focused on OEM customersthat wrotetheir own driver software, so
therewaslittle software vision beyond the goa of devel oping portablelibrariesthat maximized the
number of supported computing platforms.

When ImageStream entered the WAN card market, the most manufacturersoffered generic driver
designsthat wereinefficient, hard to scale, and difficult to maintain. Thesedriverswere often the exten-
sionsof minimalist code that was devel oped to support the company’ sfirst revision hardware, andthe
monolithic designswould not scale properly in complex networking applications.

In responseto thissituation, |mageStream engineerswent to work on asolution. The development team
concluded that anew high-performancedriver component architecture was needed. Thedriver compo-
nent architecturewould need to beintegrated with acustom Linux kernel, and new softwarewould be
needed to managethe entire system. Thisdevel opment strategy was expected to shorten the company’s
development cycle, and provide an efficient platform that would be easier to port, scale, and maintain.

ImageStream’ sengineering team analyzed thelimitations of existing driver designswhichledtothe
development of the design objectivesthat arelisted below.

Shorten devel opment cycles

Enhance performance

Improvescaability

Increasememory efficiency

Provideaflexible OEM platform

Support third-party binary-only components
Upgrade standard and custom software seamlesdy

Nook~owbdpE

Thelnetics™ platform was devel oped to addressthese requirements, and to provide aflexible devel op-
ment system to streamlinetheintegration of new hardware and software over time.

Today, ImageStream’sInetics platformisacommercialy successful networking software system that
consgtsof thelnetics Driver Component Architecture (IDCA), anintegrated custom Linux kernel, and
management softwarethat makesit all work together. ImageStream routersand WAN cardsrely on

I netics technol ogy. Telecommuni cationsmanufacturerslike AT& T, Ericsson, and Lucent Technologies
rely on Inetics. OEMslike Northrop-Grumman, Lockheed-Martin, and Westinghouserely on Inetics.
And Ineticsisused in networking, telecommunications, radar, and satellite applications, by enterprises,
governments, space agencies, military organizations, and military contractors.
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OVERVIEW

Animportant part of thelneticsplatformisthedriver component architecturecalled IDCA, which
specifiesastandard softwareinterfacefor binary driver components. Ineticsa so standardizesthe
processing stagesthat are used to manipul ate network datastreams. These standardsprovideasolid
software architecturethat meetsall of ImageStream’sapplication objectives.

Ineticsusesa“processpool” of generic kernel threadsthat are designed to execute “ chained” driver
software components. A “chain” isan executable binary that isloaded into memory, linked into an
executionlist, and executed by akernel thread from the processpool. Assimpleasit sounds, this
modular design representsasignificant advancein driver component technol ogy that effectively ab-
stractsthe execution thread from thefunctional codethat it executes.

| netics can construct and modify uniquelinesof executioninrea timefor each I/O interface. Once

| netics has constructed the transmit and recelve chainsfor aninterface, different threadsare used to
executethose chains. Outbound datais queued, processed through the transmit chain, and then trans-
mitted onto the physical network by theinterface card. Incoming dataisprocessed by aninterrupt
serviceroutine (ISR) or polling thread that processestheinbound datathrough thereceivechain.

Thelneticsdriver architecture defines standard processing stages so plug-in components can be used
to manipulateinbound and outbound datastreams. I n essence, each processing stageisan execution list
that can bemodified by pluggingin and removing different software componentsthat mani pulate the
datastreamsat different stages of encapsulation. For example, afirewall manufacturer may needto
manipulate | Pencapsulation (Layer 3), whileaWAN protocol stack devel oper may bemoreinterested
inwriting softwarethat can manipulatelink encapsulation (Layer 2).

The stream processing stages defined for IDCA provide astandard programming interfacefor Layer 2
and Layer 3developers. Inaddition, IDCA specifieschainsfor hardware /O and interface setup. The
following list providesthe namesof theIneticsdriver componentsand adescription of each.

Physical Interface Control (PIC):
Configures line interface hardware such as CSU/DSUs and ethernet transceivers.

Hardware Interface Control (HIC):
Hardware-specific driver component for network data input and output.

Encoded Data Processor (EDP):
Provides developer access to data link encapsulation.

Data Link Protocol (DLP):
Supports plug-in LAN and WAN protocol stacks.

Decoded Data Processor (DDP):
Provides developer access to network encapsulation.
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ThePhysical Interface Control (PIC) isunique becauseit doesnot process network streamslikethe
other Ineticsdriver components. The PIC chainisfirst executed when the I netics softwareis|oaded,
and then again when aphyscial interfaceisreconfigured. Theremaining I neticsprocessing stagesareall
dedicated to mani pulating network streams at different level sof encapsulation.

Hereisadataflow diagram of thefour stream processing stagesthat I neticsexecutesfor each network
interface as network datais moved between the network hardware and the operating system.

HARDWARE 2 HIC 2 EDP 2 DLP 2 DDP 2 0S

NETWORK HARDWARE

Description: Network interface hardware.

Function: Provides a hardware interface between the physical network and the host system.

Examples: Ethernet and token ring cards; other network cards with standard bus interface such as PCI.

HARDWARE INTERFACE CONTROL (HIC)

Description: Hardware-specific driver with interrupt service routine (ISR) and raw data I/O routines.
Function: Moves streaming network data between host memory and the network interface card.
Examples: PCl 201-ADSL HIC, PCI 530 series HIC, and PCI 1000 series HIC.

ENCODED DATA PROCESSOR (EDP)

Description: Processing stage for custom driver software components that manipulate Layer 2.
Function: Provides a chain for installing custom software that processes data link encapsulation.
Examples: Customized frame relay processing; test software that injects data link encapsulation errors.

DATA LINK PROTOCOL (DLP)

Description: Driver component for processing standards-based WAN protocols.
Function: Strips and encapsulates standard data link protocols.

Examples: Cisco HDLC, bisync HDLC, frame relay, PPP, multilink PPP, and ATM.

DECODED DATA PROCESSOR (DDP)

Description: Processing stage for custom driver software components that manipulate Layer 3.
Function: Provides a chain for installing custom software that processes network encapsulation.
Examples: Firewalls, tunnels, and VPNSs; quality of service (QoS) and multicasting applications; test
software to inject network encapsulation errors; and custom TCP/IP extensions.

Thelnetics Driver Component Architecture (IDCA) separatesthefunctional code(i.e. theplug-in
driver components) from the execution units (i.e. thetransmit and receive threads) so the system can
construct uniquelinesof executionin rea timefor each network interface. Thiscapability makesthe
| neticsplatform one of the most powerful driver component systemsavailable.

I neticsmakesit possibleto equally support commercial and Open Source developersasthey focuson
different aspectsof network application development. In thiscontext, the Inetics stream processing
enginedeliversextens ve support for both standards-based and custom networking applications.

For al of itsnetworking-specific capabilities, thereare only two el ementsthat make I netics specificaly
adapted to networking applications: (1) the device-specific support provided by the Hardware I nterface
Controls, and (2) processing stagesthat are specific to networking applications. By creating custom
processing stages, the self-modifying component technol ogy provided by the I netics platform can be
deployed asastream processing enginefor awiderange of non-networking applicationsincluding
manufacturing and multimediacontrol, telemetry and guidance systems, and artificia intelligence.
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FEATURES & BENEFITS

When you consider ImageStream’ sengineering objectivesfor Inetics, it may not be obvioushow the
platform achievesits stated goa's. Thissection describeshow I neticsaccomplishesitsmission.

1. Shorter Development Cycles

ImageStream’s primary objectivefor Ineticswasto shorten development timesfor both standard and
custom networking applications. I netics can save devel opersenough timethat it can bedifficult to
compare monolithic development. Even so, I netics produces cons derabl etime-to-market savingsthat
can be correlated to the features of the architecture.

For example, I netics supportscommercia and Open Source plug-in components. Thetime-saving
benefit of aplug-ininterfacefor networking componentsisobvious: it takeslesstimefor devel opersto
plug in componentsthan it takesto writethefirst line of code.

I neti cs can al so speed devel opment by providing modular support for shared DataLink Protocol
(DLP) components. Under Inetics, ashared protocol component may belinked to any hardware
interfacein asystem. Thiscan save devel opment time by eliminating the need to maintain redundant
protocol stacksinmultiplemonolithicdrivers.

| neticsmay a so reducetime-to-market by streamlining the overall development process. Ineticsisa
complete component-based stream processing platform, and it predefinesthousands of software
relationshipsand methodol ogies. Using Inetics, OEM devel operscanignore most of the designissues
that affect softwareinstallation, configuration, execution, and upgrades. In addition, Ineticsprovides
optimized support for many scal able hardwarefeatures, and it handlesall of thedesign decisionsre-
quired toimplement ascal able stream processing engine.

With Inetics, Systems Engineerscan save alot of development time by simply avoiding the need make
sgnificant architectura decisions. A highly complex, scalablenetworking application may takeyearsto
design and devel op. Inthiscontext, using I netics can represent savings on ascal e of thousands of
programming hoursand millionsof dollars.

Moving deeper into the platform, Ineticsreduces devel opment time by organizing complex codeinto
easy-to-understand processing stages. These predefined stages €liminate many opportunitiesfor intro-
ducing bugsinto the system, and they makeit easier to isolate bugs oncethey have occured.

Finaly, Ineticsisdesigned to savetime when devel oping custom network applications. Inetics makesit
possiblefor OEM sto use standard components and to modify their applicationsinisolated processing
stages. | netics defineswhere devel opersshould install custom codefor processing Layer 2and Layer 3
encapsulation, solittletimeis spent deciding whereto put the code. I neticsal so savestimeby isolating
system functionsand allowing the OEM devel oper to focus on the minimum breadth of the application.
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2. Increased Performance

Compared to monolithic drivers, component driversrequire support codethat introduces measurable
performance overhead. Some devel opersadopt monolithic designsbecause of thisissuea one. When
ImageStream set out to implement Inetics, it was clear that the platform would need to provide perfor-
mance enhancementsthat would offset most of the architectural overhead.

| neticsimproves performance by reducing the number of branch decisionsthat areusually presentina
monolithic driver. For example, most monolithic driversuse numerousvariablesto keep track of the
protocol configuration for each network interface. When each packet isprocessed, the driver must test
aprotocol selection variableto determinewhich protocol should be used, and then branch to the
associated code based on that variable. Inetics eliminatesthe need for protocol selection variablesby
linking the correct protocol component into the execution chain for each interface.

Ineticsasoimprovesdriver performance by alowing devel opersto focuson more narrowly defined
efficiencies. Asdesignersnarrow their focus down to the efficiency of only afew linesof code, they can
eadly redlizeincrementa performance enhancementsin testing and optimization.

Finally, Ineticscan dsoimprove system performance by providing support for packet co-processing
and embedded downl oadable code. These capacities support the quick deployment of DSP hardware
to support CPU-intensive gpplications, and provide architectural support for distributed processing.

3. Improved Scalability

Scal able networking systems can be expanded to support an application’sgrowth over time. To OEM
developers, “ scaability” aso meansthat asystem can be modified to support different standards and
custom applications. Inthiscontext, Ineticsmakesit easy for manufacturers, OEM devel opers, and end
usersto scaenetworking applicationsefficiently.

The capacitiesof anetworking system areaways constrained by hardware. Common scalable hard-
warefeaturesinclude the speed and number of processors, RAM and long-term storage capacities, and
the number of network interfaces per expansion card. M ost scalable hardwarefeaturesalsorely on
software support to make them work. For example, arouter that hasacapacity of 18 WAN cards must
also provide softwarethat supportsdifferent hardware configurationswith asmany as 18 cards.

Theability to scale software can be affected by everything from the selection of avariableto the most
important architectural feature. Asaresult, Inetics had to be created from the ground up, to ensurethat
the system would scale properly from application design through testing, and from product deployment
through upgrades.

TheIneticsplatform provides support for anumber of scalable hardware and softwarefeatures. For
example, theability to integrate support for new hardware and new WAN protocolsisan important
scalability feature. Thelnetics plug-in component interface makesit very easy to add incremental
support for new hardware. The I netics component interface can a so provide enhanced scal ability by
supporting off-the-shelf driver componentsthat may be used to scaleasystem. And I netics supports
theability to scale network hardware by providing astream processing enginethat can be configured to
support any number of network interfaces asthey are added to the system.
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| neticswas a so designed to be highly scalablein multi-processing systems. For example, Inetics
providesthread-based event processing which scaleswell in amultiprocessor environment. Inaddition,
the separation of processing stages makesit possibleto plug in software componentsthat off-load
stream processing to dedicated processing units such as DSPs, NPUs, and additional CPUSs.

Finaly, Ineticsisdesigned to improve scalability for different kindsof devel opersand end users. For
example, I neticscan bridge the devel opment gap between the WAN card manufacturer and the OEM
developer by providing separate stagesfor eachto ingtall stream processing code. Asthe manufacturer
worksto deploy standards-based networking applicationsfor the general market, OEMscanwork in
paralel to deploy and maintain separate interdependent codefor custom applications. Inetics provides
these scalablefeaturesfor devel operswhich directly trand ateinto application scalability for theend user.

5. Shared Common Codefor Enhanced Memory Efficiency

I netics can reduce RAM consumption when compared to monolithic devicedrivers. When adevel oper
adds support for anew protocol stack to amonoalithic driver, the software growsto consume more
memory. When one protocol stack iscopied into the monolithic driversfor several different network
interface cards, the codeisduplicated in memory each timeadifferent driver isloaded.

I neticsimplementsashared protocol interface that overcomesthis problem. Thelneticsdriver compo-
nent architecture supportsplug-in DataLink Protocol (DL P) componentsthat are shared among the
different network cardsin asystem. With shared protocol components, al existing and future network
interface cards are supported without wasting memory on redundant code.

By definition, amonolithic driver includesal of itscodeinasinglebinary file. If amonoalithic driver
supportsthe PPP, HDL C, framerelay, and ATM datalink protocols, then those protocols must be
embedded in the monolithic code. When amonoalithic driver isloaded, al of the protocol support code
isloaded evenif itisnot used.

Inetics plug-insupport for different datalink protocolsmakesit possibletoload only those protocol
componentsthat arebeing used. Thisability representsauseful memory efficiency when compared to
monolithic driversthat cannot unload unneeded code.

6. FlexibleOEM Support

| netics supportsrapid application devel opment for low-level OEM networking applications. Sections 1,
3and 7 of thiswhite paper describe some of thearchitectural capacitiesof thelneticsplatformincluding
support for off-the-shelf components, reduced devel opment cycles, and enhanced application sca ability
for developers. These capabilitiesmake I neticsaflexible OEM application platform, whichwasan
important design objectivefor thesystem.

7. Seamless Upgrades

Most OEM devel opershavelow expectationsregarding thedrivers provided by hardware manufactur-
ers. Most devel opersare pleasantly surprised when the source code compilesand works as adverti sed.
Asadeveloper makes progressive changesto amonolithic driver, it becomesmoredifficult to leverage
future software updatesthat may be supplied by the manufacturer. In some cases, an OEM devel oper
can spend moreto produce an upgradethanit cost to devel op the original application. Because of these
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challenges, some OEM s choose not to integrate driver updatesfrom the manufacturer. Thiscan seri-
oudly impair themanufacturer’sability to deploy new technology with itsOEM partners, andit canleave
customers exposed to serious security risks.

| neticswas designed to streamlinethe ability for both the manufacturer and OEM devel opersto quickly
and efficiently deploy new softwareinthe sameend user application. To accomplishthis, Inetics
providesaplug-in architecture where standard and custom components may be defined for Layer 2 and
Layer 3 operations.

When an OEM deploysaspecialized | netics application, the devel oper’s custom componentsare
normally inserted into the Encoded Data Processor (EDP) and Decoded Data Processor (DDP) chains.
Thisapproach makesit possiblefor OEM sto update custom componentswithout affecting the standard
components provided by the manufacturer. Smilarly, OEM developers can deliver software updates
from the manufacturer to end userswithout affecting the OEM’ scustom software.

In practice, amanufacturer might supply aT1 framerelay card with three I neticsdriver components
including ahardware-specific Physical Interface Control and Hardware Interface Control, and aframe
relay DataLink Protocol component. An OEM could deploy thishardware and softwarein astandard
routing application asthe manufacturer had intended. But the OEM might a so devel op custom compo-
nentsthat work with standard componentsto deliver support for acustom application such asvoice
over framerelay (VOFR). The OEM devel oper might choosetoimplement call control and other
network-based voice servicesthrough acustom Decoded DataProcessor, and theninstall custom
quality of service (QoS) extensionsfor framerelay asan Encoded DataProcessor.

Developersat any level can usetheavailable processing stagesin the Inetics driver component archi-
tecturefor their own purposes. For example, an OEM devel oper might al so want to design astandard
DataLink Protocol modulethat isnot avail able off-the-shelf. A card manufacturer might designan EDP
modulethat worksasaplug-in compatibility interfaceto support non-standard implementationsof a
standard protocol. Like most object systems, Ineticsdriver componentswork the best when standard
software componentsare designed for the most common applications, and then custom componentsare
written to handlethe exceptions.

Withal of these different standard components, the I netics platform had to make upgrades easy for
developersand end users. In most cases, acomplete | netics software upgrade requireslittle morethan
copying new filesinto place and restarting the I netics system. Operationslikethis can be automated
eadly under Linux.
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APPLICATIONS

I netics sreal-world capabilities may not be obviousto theuninitiated. In most of the applications
described inthissection, thelnetics platforminvolvesdriver components, atightly integrated custom
Linux kerndl, and management softwareto support different routing and streaming dataapplications.

1. WirelineRouters- ImageStream I nternet Solutions, Inc.

Router productsmake anideal OEM application for Inetics. ImageStream devel oped Ineticswith
routing asareference application, and the Inetics platform isused to operate every ImageStream
router. The packet forwarding engineisactually provided by the Linux kerndl, itself. Companiesthat
want to devel op applicationsontop of aproven router platform can savealot of timeand money using
theIneticsplatform.

2. WirelessRouters& Hot-spot Solutions- ANTlabs

Wirelessaccess pointsand * hot-spots’ providewirel essconnectivity to end users. Thesewireless
systemsmust inevitably interfacewith wireline systemsthat carry datato and from the WAN or I nternet.
These demanding broadband systems often require DS3/E3, OC3/STM 1 or faster connectivity.
ANTIlabssupplies Singapore Telecom (SingTel) with hot-spot technology usng ATM connectionsand
thelmageStream router platform running Inetics.

3. Internet AccessDevices(IADs), All-in-One Systems & Point-of-Sale Products- Universal
Computer Systems, Inc.

Internet accessdevices (IADs), integrated al-in-onerouter-firewal l-server systems, and point-of-sale
solutions often require high-speed WAN or Internet connectivity to accomplishtheir designgoals.
Universa Computer Systemsuses|neticsto provideawiderangeof WAN and Internet connectivity
solutionsto theautomotiveindustry. Universal focuseson the devel opment of softwarethat isusedto
run automotive deal erships, and the company integrates | neticsand ImageStream hardwareto provide
WAN and Internet connectivity asrequired by itscustomers.

4. Network Security - Intrusion.com

Ineticsisanided platform to deploy inawiderange of network security applicationsincluding firewalls,
tunnels, virtua private networks, and decoy networks. With Linux, many of these security applications
areavailable under Open Sourcelicensing, and do their work on the operating system’snetworking
layer whichispart of acomplete Inetics system.

ImageStream routersprovide aLinux-based | Ptrand ation firewall for internal network security. This
firewad | uses|Ptablesto providesacapabl e chained component interface and scal ablerulesengine that
makeit unnecessary to implement those featuresfrom withinthe Inetics platform. Ineticscan also be
used to implement custom firewall applicationsand security anaysisengines. Custom security applica-
tionsthat usethe I netics platform may a so be devel oped and deployed intandem with Open Source
security applicationsthat work outsidethe Ineticssystem.
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5. Monitoring & Surveillance- Lucent Technologies

| netics supportsawiderange of datamonitoring and surveillance applications. These applicationsmay
besmilar to thegenera security applicationsdescribed in the preceding section entitled “ Network
Security.” Themain differenceinthiskind of applicationisnot the software, but the hardware. Inetics
supports specia monitoring and surveillance hardwarethat can be used to tap |eased lines so datacan
be monitored asit is passed through.

6. Telephony Systems- Ericsson

I netics can be used to support awide range of telephony applications. For example, Ineticscan
support conventiona multiplexing applicationsand stream processing for the H.110 tel ephony bus. For
many years, Ericsson hasused I neticsto multiplex cellular telephonecalsonto T1and E1 linesin cell
gteingdlationsaround theworld.

7. Satellite Equipment - NORSAT & Surrey Satellite

With the appropriate network interface card, Inetics can be used to interconnect different kinds of
synchronoussatdllite uplinks, downlinks, and land lines. Many satellite systemstransmit datawithout any
link layer encapsul ation, and |mageStream provides off-the-shelf DLPmodulesfor raw IPand ASCI|
streaming datato support thisapplication. NORSAT and Surrey SatelliteuseIneticsin satelliteinterface
applicationsbecauseit isapowerful platformfor processing digita satellitetransmissons.

8. Test Equipment - Network I nstruments

ImageStream excelsin test equipment applicationsbecause | netics makesit iseasy for developersto
connect and disconnect different datastreamsthat may be sourced from real-world datalinesor test
software. Thismakesit easy toinject datastreamsfrom test softwareinto the system, and then switch
toreal datalinesfor further testing. Network Instrumentsuses|neticsin commercial network analysis
productsthat areused to test LAN and WAN data networks.

9. Laboratory Research - AT&T Labs, Duke University, Johns Hopkins University, DePaul
University, Iteso University (Mexico), Advanced Science & Technology | nstitute (Phillipines)

I neticsexcelsinlaboratory applicationswhereanincrediblerange of analysis software must beinter-
faced at multiplelevel swith devicedriver software. Inetics makesit easy to devel op |aboratory applica-
tions, with themodular capacity toinject raw datastreamsat layer 2 and 3, and independently probe
datastreamsat each layer, aswell.

10. Aeronautics & Telemetry - Naval Undersea Warfare Center (NUWC),
Northrop-Grumman, Lockheed-Martin, Raytheon, Westinghouse & Matsushita Avionics

| netics can be used to process streaming datain many navigation and telemetry applications. In some
cases, | neticsmay be used to interfacewith radar systemsthat require the manipul ation of asynchro-
nousbitstream. In others cases, Ineticsisused to encodelong haul linesfrom monitoring sites. Ineticsis
truly anetwork chamel eon that can quickly connect unique datastreamsfrom radar and telemetry
stationsto standard network interfacesand legacy logging systems.
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THE FUTURE

Ineticsfor Linux may aready bethe most powerful networking platform on the planet. Withitsexten-
sive support for scalable networking applications, Ineticshas already created new possibilitiesfor the
development of competitive networking products.

In many ways, thefuture of | netics can be extrapol ated from the past. For example, CPU horsepower
increasesevery year to allow off-the-shelf componentsto be deployed in awider range of networking
applications. At the sametime, Linux and | netics continueto becomefaster and more powerful. Each
year, new | neticscomponents are devel oped to support new hardwareinterfaces and off-the-shelf
protocols. Custom I neticsmodul es are al so devel oped each year to support plug-in processing for
custom applications. These advances have madeit possiblefor Ineticsto be deployed in some of the
most demanding applicationsin thetelecommunicationsindustry, and thesehistorical trendsareex-
pected to continue.

A part of Inetics sfuture can be expressed asafunction of ImageStream’ s devel opment plans. For
example, ImageStream plansto devel op | netics support for USB-based devicesand high-end switch
fabricswith distributed interface processing. But someareas of ImageStream’s I neticsdevelopment are
not knownin advance. Thisisbecause ImageStream isamarket-driven company, and customersoften
request unanticipated featuresthat may be added to future software rel eases.

Inthefinal analysis, Ineticsisaready ahighly capable networking platform. Thefuture of Ineticswill be
driven by new hardware, new Linux performance enhancements, new Open Source devel opment
projectsfor networking and telephony, and ImageStream’ svision of what arouter can be. But over
time, the needs of ImageStream customerswill drive Inetics devel opment morethan any other factor.
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